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The frontline of  cybersecurity incident response 

General Department of  ICT



2nd	November,	1988
Just	a	program	to	know	how	large	the	internet	
This	incident	was	epoch	of	“Internet	Security”

Damage:	6000	servers	in	just	an	hour
Extensive network traffic
Just copied	itself;	don’t	touch	data



Computer	Emergency	Response	Team	(CERT)
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Threat	– Internet	Attacks

Botnet

Online Business
Botnet Controller
(IRC Servers)

DNS Servers
(Pharming Attacks)

Virus/Worms 
Authors

Internet 
Hackers

Social Engineering
IM/Emails/P2P/In-person

Web Defacements
Denial of Services

Spammers

Open Proxies
Open Mail Relays

Phishers

Phishing Web Sites

Phishers’ “Safe Houses”Bot Herders

Sypware/Trojans/Rootkits

Organized 
Crimes 
Syndicates



ONLINE SERVICES ON THE RISE

Company Registration Certificate of Origin (CO) E-Visa

E-Commerce

ASYCUDA Tax Filing

Payment Mobile Banking 
and E-Banking

Vehicle Registration More to come
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DIGITAL CAMBODIA STATISTIC

Mobile Subscriber by 2017
Cover around 100% urban

19million

Internet Subscription
Penetration rate around 60%
By 2017

8.5million

Almost 60% of Cambodian
territory by 2017

25Provinces
Capitals and

Mobile
Penetration rate by 2017

125%

Source:  Opening speech of H.E. BIN CHIN of 17th ASEAN Telecommunications and Information Technology Ministers Meeting and Related Meeting | 30 November 2017 
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DIGITAL CAMBODIA STATISTIC (CON’T)

Connect Phnom Penh to all
district across country by 2020

>28,000km

Broadband coverage by 2020
In urban and 70% in rural 

100%

Internet of Things (IoT)
by 2020

10%

MCT by Telco-Tech
AAE-1 by Heyroute

2cable infra. in 2017

Source:  Opening speech of H.E. BIN CHIN of 17th ASEAN Telecommunications and Information Technology Ministers Meeting and Related Meeting | 30 November 2017 

Submarines









www.CAMCERT.gov.kh



�Incident Handling
�Vulnerability Handling
�Artifact Analysis
�Alerts
�Training
�Tool Development
�Monitoring
�Immersion-detection
�Security Information Service
�Analysis, etc.

FIRST APCERT

Overseas CSIRT

Government Agency

Corporate CSIRT

Vendor

Press, Media

End User

Industry Group

Law Enforcement

Domestic

International

ISP

CSIRT Community
�Incident Handling
�Vulnerability Handling
�Artifact Analysis
�Alerts 

Information 
analysis

Information 
gathering

Info 
gathering

Providing 
information

Providing 
information

Information 
sharing

Cooperation	Framework
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CamCERT as	the	Firefighter
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Our	Activities

• Incident	Handling	– 3	main	roles
• Receiving	incident	reports,	incident	analysis,	incident	response

CamCERT

Incident
information

Incident
information

Incident
information

Incident
information

Incident
information

[Publish	useful	information]
�Latest	information
�Incident	trends
�Analysis	information
�Recommended	countermeasures
�Others

Provide
countermeasure

Implement
countermeasure
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Our	Activities

Security Information all over the world

IT Users in Cambodia

CamCERT Security Alert
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Our	Activities	…

4.	Coordination

Attacker Victim

1�Attack
2�Detect

Trust CSIRT Communication

3�Report
5.	Cooperation

ISP or Others

6.	Response

International Incident 
Handling Framework



CSIRT Network

Information 
Sharing

Capacity 
Building

Incident 
Response Cyber Drill



TEAM UP
TOGETHER!



DON’T BE THE 
WEAKNESS LINK


