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DIGITAL CAMBODIA STATISTIC

Mobile Subscriber by 2017
Cover around 100% urban

19million

Internet Subscription
Penetration rate around 60%
By 2017

8.5million

Almost 60% of Cambodian
territory by 2017

25Provinces
Capitals and

Mobile
Penetration rate by 2017

125%

Source:  Opening speech of H.E. BIN CHIN of 17th ASEAN Telecommunications and Information Technology Ministers Meeting and Related Meeting | 30 November 2017 
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DIGITAL CAMBODIA STATISTIC (CON’T)

Connect Phnom Penh to all
district across country by 2020

>28,000km

Broadband coverage by 2020
In urban and 70% in rural 

100%

Internet of Things (IoT)
by 2020

10%

MCT by Telco-Tech
AAE-1 by Heyroute

2cable infra. in 2017

Source:  Opening speech of H.E. BIN CHIN of 17th ASEAN Telecommunications and Information Technology Ministers Meeting and Related Meeting | 30 November 2017 

Submarines
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Major	Cyber	Threats

CYBERCRIME ECONOMIC 
ESPIONAGE

MILITARY 
ESPIONAGE

CYBER 
WAREFARE

INDIVIDUAL CYBER CRIMINALHACKIVIST NATION STATE



#Operation	Cambodia	by	
Anonymous	Philippine

The	First	Political	motivated	attack	
to	Cambodia	government	&	private	
sector	websites.

Note	happy	with	the	result	of	
ASEAN	Meeting	without	issue	any	
statement	in	its	history.

What	is	the	Motivation?

















InstitutionTechnicalLegislation Capacity Building Cooperation

(Governance) (Technology) (Operation)

PartnershipLeadership Responsibility

Stakeholders
JudicialGov’t Law 

Enforcement
Intelligence
Community

Critical Infra.
Owners & Operators

Vendors Academia
Foreign Gov’t

Citizens
Operation

Tactic

Policy

Cambodia Cybersecurity Framework



Strengthening Incident Response Capability 

#Cyber911 GCSIRT-NETWORK
Cyber Drill/Exercise



Capacity Building Program

#SafeSafeOnline

Cambodia

Training / Workshop
Cambodia Cyber 

Challenge 



Institutional Strengthening

Standards and 
Guidelines on InfoSec Inter-Agencies 

Cooperation 
including PPP

Workshop / Seminar



Moving to 
Digital ID 



Cybercrime Law 



Technology Risk – CII Sectors



Legislation on Cybersecurity

Something to be considered
- Mandatory reporting (breach)?
- Regularly security audit?
- Data sovereignty?
- Infosec structure?
- Competence MSSP?







DON’T BE THE 
WEAKNESS LINK


