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AV industry in 1998

Image Copyright: IKARUS Security Software GmbH



Which computer is not running Antivirus Software?

ARE YOU SURE, YOU ARE SAFE?
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Life is short. Have an affair.®
Get started by telling us your relationship status
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How Stuxnet }
disrupted .

removable USB mem¢
stick.

! The virus Is controlled from servers In Denmark
and Malaysia with the help of two Internet

addresses, both registered to false names. The virus

Infects some 100,000 computers around the world.

3 Stuxnet spreads The computer worm

through the system until  varles the rotational

It finds computers ;geed of the centrifuges a

running the Slemens Is can destroy the &
software Step7,  centrifuges and Impair p

which Isresponsiblefor uranlum enrichment.
regulating the rotational
speed of the centrifuges.

in operation

‘5| The Stuxnet attacks start In June
2009. From this point on, the number EXEI=
of Inoperative centrifuges Increases
sharply.

Feb.1, May31 Aug 12 Nov. 2 Jan. 29, May 24
2009 2010

Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research
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“wannacry’ ransomware attacks

Worldwide attack has cripp led more than 300,000 computers in 150 countries
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Ransomwanre Outbreak

Ukraine
Germany Jlll © ¢
Poland i} - =1
Serbia . 287 %
Greece | 0
Romania 10
Russia 020
Czech Republic 7
Rest of the World = 54 ¢
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er 23rd, 2015,
hackers caused a blackout

for roughly a quarter
million Ukrainians.
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520 55.

Days / 146 (World

Wide) 53% (World Wide)

Days until breach discovery Breach Notifications by External

Source: M-Trend 2016 Asia Pacific Edition
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THE UNDERGROUND ECONOMY
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Like Comment Share

» ‘s Vannak Eng and 37 others

View 1 more comment
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Khi Hort Not vuthea's bicycle.
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‘ 2t5% be careful. it often happens
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